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Records Online 

Increasingly individuals and organizations choose to keep their records 
on line.  The primary uses of the online environment are: 
 
• Backup 
• Collaboration 
• Distribution (including social media) 
• Recordkeeping 
• Long-term storage 
• Keeping Archives 

 
 
 
 



Internet vs Cloud 
Internet providers are “entities providing users the ability to 
communicate through a computer system that processes or stores 
computer data on behalf of such communication or users.” (Budapest 
Convention on Cybercrime, 2001). Three “actions” relate to the 
definition of provider: communication, data processing and data 
storage. 
 
Cloud computing is a “model for enabling convenient, on-demand 
network access to a shared pool of configurable computing resources 
(e.g., networks, servers, storage, applications, and services) that can 
be rapidly provisioned and released with minimal management 
effort or service provider interaction.” (National Institute of Standards 
and Technology, 2009) 
 
The services offered by Internet and Cloud Providers are not 
regulated or transparent. 
 
 



Trust on the Internet or Cloud 
• The standard of trustworthiness online is that of the 

ordinary marketplace, caveat emptor, or buyer beware 
 

• What is trust? 
 

• Trust can be viewed as a four-level progression: from 
individual, as a personality trait, to interpersonal, as a tie 
directed from one person to another (son to father); to 
relational, as a property of a mutual relationship (people doing 
business); and societal, as a feature of a community as a 
whole. 



What is involved in Trust? 
• In legal theory, it involves a relationship of voluntary 

vulnerability, dependence and reliance 
• In business, trust involves confidence of one party in another, 

based on alignment of value systems with respect to 
specific benefits 

• In everyday life, trust involves acting without the knowledge 
needed to act, by substituting the information that one 
does not have with other information 

• Trust also involves perception and it is often rooted in old 
mechanisms which may lead us to trust untrustworthy 
entities 



Questions to Ask Providers 
• How can a human or legal person’s  confidentiality and privacy 

be protected? 
• How can an organization’s  forensic readiness be maintained and 

compliance with the law ensured? 
• How can an organization’s records accuracy, reliability, and 

authenticity be guaranteed and verifiable? 
• How can an organization’s records and information security be 

enforced? 
• How can an organization maintain governance upon the records 

entrusted to the Internet?  
• How can the preservation of records of permanent value be 

ensured?   
 



The Classic Response 
• Choosing to keep records online is a Risk Assessment decision 

where Risk = probability x impact.  It is a question of comparison. 
If one cannot have everything, what does one give up? 

 
• The first choice offered us is between Transparency and 

Security: providers offer trust through technology and location 
independence. 
 

• The second choice offered us is between Control and Economy: 
Providers offer trust through control on expenditures. 
 

 



The Trust Challenge 

If we decide to carry out our activities online, we must find 
a balance between trust and trustworthiness, which is 
needed to ensure a balanced trust relationship. 
 
Trust constitutes a risk which can only be mitigated by the 
establishment of a trust balance: we must trust 
trustworthy trustees and trustworthy records.  
 



InterPARES Trust (2013-2019) 
The goal of InterPARES Trust is to generate the 

theoretical and methodological frameworks that will 
support the development of integrated and consistent 

local, national and international networks of 
policies, procedures, regulations, standards and 
legislation concerning digital records online, to 

ensure public trust.  
 

InterPARES Trust is funded by a SSHRC Partnership 
grant and matching funds from UBC and all the 

partners (in cash and/or in kind) 



InterPARES Trust Participants 
• The International Alliance comprises 7 Teams: 

 North America  
 Latin America  
 Europe  
 Asia  
 Australasia 
 Africa 
 Transnational Organizations  

• Supporting Partners 

• Pro-bono Consultants 

• Management Team 
 



Partners 

• Universities 
• National & Regional Archives 
• Libraries 
• Governments 
• International Organizations 
• Businesses 
• Individual researchers 



Methodology 
• Archival and diplomatics methods 
• Resource-based theory because studies the technologic, 

managerial and relational means of maximizing competitive 
advantage 

• Risk management because it studies vulnerabilities and ways to 
mitigate them 

• Design theory because it studies policy in situations with unknown 
variable 

• Digital forensics, because it studies the authenticity of digital 
material that do not reside in the systems in which they were 
produced and kept 

• Human computer interaction; aero-spatial, cybercrime, and 
telecommunication law; organizational theory, etc. 



Research 
Domains Access 

Control 

Infrastructure 

Legal Issues 

Security 

Research Domains 



Access 
13 

studies 

UK: RM in Open 
Gov 

Sweden: RM in 
Open Gov 

UK Case studies: 
care.data 

Programme; 
National Health 

NA: RM in Open 
Gov, Data, Big 

data 
NA: Patents and 

Petitions AA: Trusted online 
access to 
distributed 

holdings of digital 
public records  

AA: Te Reo Maori 
EU: Internet 

Archives Russia 

Access 



Control 
32 

studies 

Government: 
Retention & 

disposition; web 
analytics; open 
gov; big data 

Heritage: 
Interoperability 

of metadata 

Enterprise: 
Supporting 
business 

processes; audit 
RM & 

Preservation; 
PaaST; TRUSTER 

Health care:  
Monitoring IM in 

hospitals 

Control 



Preservation as a Service for Trust (PaaST) 

From these studies, InterPARES Trust has developed a model 
of preservation as a service for trust that every 
designated preserver (e.g. archives) can require 
CSProviders to respect 

The storage of the material can be in the provider’s data 
centers, and does not need to be in a given institution, and 
the services to it can be provided by different parties, as 
long as the designated preserver is the place where 
preservation services are controlled  

To develop a reference baseline InterPARES Trust is using 
UML (Unified Modeling Language) and working with the 
Object Management Group (OMG) detailing all the 
functional requirements that providers must respect. 

 



Records/Archives in a  
Blockchain-based system 

InterPARES TRUSTER  
– Blockchain-based system called “TrustChain” 
– VIP (Validity of Information Preservation) solution  
– Applies the concepts of 

• hash algorythms 
• Merkle tree 
• blockchain 
• distributed consensus 

– Presumptions: 
• private blockchain 
• only approved nodes can write 
• everyone can read 



TrustChain 
• The proposed TrustChain system 

– relies on the involvement of a group of trusted archival  
institutions 

– would work in concert with the recordkeeping and 
archival preservation systems along the lifecycle of 
the records 

– would provide confirmation of integrity, time of 
creation/existence, sequence of records, non-
repudiation, validity of e-signatures whose certificate 
has not expired 

• We are also working on 
– development of a blockchain terminology database 
– ISO/TC 307 Blockchain and distributed ledger technologies 

standard 
 

18 



Security 
4 

studies 

NA: 
Privacy/Security 

Techniques 

NA: Standard 
of Practice for 

archiives 

TR: Security 
Classification 
(checklist) 

TR: Use of 
Cloud in 

international 
organizations 

Security 



Infrastructure 
10 studies 

AA: Dark 
Repositories 
as a Service 

Croatia: 
Trusted IaaS 

South Africa: 
RM in 

networks 

Asia: Trusted 
certification 

NA: Contract 
terms for 

cloud 
services EU: Economic 

models for 
cloud storage 

decisions 

EU: Benefits 
realization 

management 

AF: 
Enterprise 

digital RM (3 
locations) 

Infrastructure 



Legal 
5 

studies 

NA: Comparison 
among legal 
issues in the 

ITrust Regions 

NA: Checklist 
for evaluating 
cloud contracts 

EU: Impact of 
Italian legal 
framework 

AS: Policies, 
legislation, 

standards for 
RM in the cloud 

NA: database of 
privacy case 

law 

Legal issues 



Research 
cross-

domains 
Education 

Policy 

Resources 

Social issues 

Terminology 

Research Cross-Domains 



Policy 
8 

studies 
NA: Retention 
& Disposition 

NA: Policy & 
plurality 

EU: Girona 
City Council 

EU: Info 
governance 
maturity – 

Phase 1 & 2 AS: Access to 
government 

info, Malaysia 

EU: Analysis 
of policies for 

RK & 
preservation 

AA: Digital 
preservation 
in the cloud 

Policy 



Social 
issues 10 
studies 

NA: Historical 
Study of Cloud 

NA: Org culture 
‘Fun in 

Functional’ 

EU: Ethical 
foundations of 
preservation 

AS: Social 
awareness of 
authenticity 

AS: 
Government 

information in 
China 

AS: Security 
awareness in 

Korea 
NA: Social 

media and trust 
in government 

EU: Materiality 
of records and 
attritbutes of 

trust 

NA: 
Documentary 

LA: Records in 
the cloud, 

Mexico 

Social Issues 



Resources & Education 
• Literature reviews 
• Ontology of functional activities for archival systems 

(TR) 
• Reports (NA) 

– Notes on International Law 
– Trust in Law  
– Trust in Business 
– Trustworthy Smart Grid Infrastructures 

• Review and update of Digital Records Pathways (AA) 
• Curriculum Alignments at Institutions of Higher 

Learning in Africa (AF) 





 
THANK YOU 

 
www.interparestrust.org 

  
luciana.duranti@ubc.ca 
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